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Abstract. The proposed methodology «NeuralRoutingNetworky for the formation of
professional and subject competencies of applicants for the degree of «bachelory in the specialties
«Computer Engineering», «Cybersecurity and Information Protection» when performing a course
project in the discipline «Computer Networksy: 1) obtaining an idea of the organization of routing
in modern computer networks based on the use of the created neural network tool; 2) compiling a
configuration of a neural (fuzzy) network for determining routes in a computer network, 3) creating
a model of a neural (fuzzy) network in accordance with the compiled structure using the selected
neuropackage, 4) preparing samples for training and testing the created neural (fuzzy) network; 5)
determining the optimal parameters of the created neural (fuzzy) network; 6) assessing the
accuracy of determining routes in a computer network based on the created neural network tool.
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Anomauin. 3anpononosana memoouxa «NeuralRoutingNetworky wooo @opmysanns
gaxosux ma npeomemuux KomnemeHmHocmet 3000ysauie cmynens «bakanaspy cneyiarbHocmell
«Komn tomepha inoicenepiny, «Kibepbesneka ma 3axucm ingopmayii» npu 6UKOHAHHI KYPCOBO2O
npoekmy 3 oucyunninu «Komn'tomepni mepedciy: 1) ompumanHs YA6leHHs NPO Op2aHizayiio
mapupymuzayii 8 Cy4acHUX KOMNI IOMEPHUX Mepedcax HA OCHOBI GUKOPUCMAHHA CMBOPEHO20
HeupomepedscHo2o 3acoby; 2) cKladanHs KoH@icypayii HetiporHoi (HeupoHneuimkoi) mepedrci uooo
BU3HAYEHH MAPWPYymie 6 KOMN '1OmepHil mepexci, 3) CmEOpeHHs MOOeli HelupOHHOT
(Hetiponeuimkoi) mepedxci 8i0N0BIOHO 00 CKIAOeHOI CMPYKmMypu 3ad 00NOMO20I0 00pPAHO20
Hetiponakemy, 4) nidecomoéxka 6ubipok 015 HAGYAHHSA MA MeCMmyB8aHHsI CMEOPEHOI HEUPOHHOT
(Hetiponeuimkoi) mepedici; 5) GU3HAUEHHS ONMUMANbHUX NApamempié CmMEOPeHOi HeUpoHHOL
(Hetiponeuimkoi) mepedxnci; 6) OYIHIOBAHHS MOYHOCMI BUHAYEHHS MApupymie 6 KoMN tomepHill
Mepednci Ha OCHOBI CMBOPEHO20 HEUPOMEPEHCHO20 3ACO0) .

Knrouosi cnosa: xomnemenmuicms, KypCco8Uli NPOEKM, KOMN IOMeEpHA  Mepedicd,
Mapupymu3ayis, HeupomepedcHull 3acio, Kongizypayis, ONMUManibHi napamempu, MoYHiCMb.
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Introduction

Problem statement. The current state of the world, associated with the spread of
infectious diseases and military events that threaten the lives of applicants, has led to the
use of blended learning, in particular in the discipline «Computer Networks», as well as
the formation of relevant professional and subject competencies in applicants for the
bachelor's degree in the specialties «Computer Engineering», «Cybersecurity and
Information Protection» in such complex modern conditions, which confirms the
relevance of the topic.

Analysis of recent research. Competency assessment is the subject of research by
many scientists. It is important to identify, analyze and generalize the experience of EU
countries, major international organizations and initiatives (UNESCO, ECDL,
MICROSOFT, INTEL, etc.), as well as to compare modern Ukrainian education in
international studies of the quality of education (PISA, TIMSS, PEARLS) [1]. The
analysis of recent research and publications revealed the following: 1) the lack of
unified information and communication technologies for teaching the discipline
«Computer Networks»; 2) the need to organize routing in modern computer networks
based on the use of neural network technology; 3) the existence of a wide range of
neuropackages suitable for creating a neural (fuzzy) network; 4) the characteristics of
generation Z, and became the basis for developing our own methodology.

The purpose of the article is to develop the «NeuralRoutingNetworky
methodology for the formation of professional and subject competencies in bachelor's
degree applicants in the specialties «Computer Engineering», «Cybersecurity and
Information Protection» when completing a course project in the discipline «Computer
Networksy.

General characteristics of the «NeuralRoutingNetwork» methodology.

The proposed «NeuralRoutingNetwork» methodology enables first-degree
applicants in the specialties «Computer Engineering», «Cybersecurity and
Information Protection» in the discipline «Computer Networks» to: gain an idea of
the organization of routing in modern computer networks based on the use of a neural

network tool; configure a neural (fuzzy) network to determine routes in a computer
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network; create a neural network tool in accordance with the compiled structure using
the selected neuropackage; prepare samples for training and testing the created neural
(fuzzy) network; investigate the optimal parameters of the neural (fuzzy) network;
evaluate the accuracy of the result obtained using the created neural network tool.

Organization of routing in computer networks.

At the present stage, for the organization of routing in computer networks,
research is most often carried out using the following neural networks: Hopfield
network [2]; Multi Layer Perceptron (MLP) [3, 5]; Adaptive-Network-Based Fuzzy
Inference System (ANFIS) [4], as well as using the ant method [6] and the gray wolf
method [7]. It should also be noted that for the organization of routing in modern
computer networks, it is possible to use various metrics: the number of routers; the
distance between them; the delay on routers; the bandwidth of transmission channels;
losses on transmission lines; service availability, and others.

Multilayer perceptron as the main method for solving the problem.

For example, in [5], a multilayer neural network of the configuration «21-1-X-—
21» is used to organize the transmission of control messages in the computer network
of the information and telecommunication system (ITS) of railway transport, where
21 (first position) is the number of input neurons (delays on routers); 1 is the number
of hidden layers; X is the number of hidden neurons that required additional research;
21 (last position) is the number of resulting neurons (signs of the entry of computer
network channels into transmission routes). A neural network was created using the

Neural Network Toolbox package of the MatLAB environment (Figure 1).

Hidden Layer Output Layer
Input Output
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Figure 1 — Neural network of configuration «21-1-45-21» [5]
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The created neural network was studied for the mean square error and the
number of training epochs with different numbers of hidden neurons using different
neural network training algorithms (Levenberg-Marquardt; Bayesian Regularization;
Scaled Conjugate Gradient) on samples of different lengths. The result provided by
the created neural network coincides with the result obtained using the Kruskal

algorithm; while the correct result is achieved with a probability of 0.9.

Fuzzy network as the main method for solving the problem.

Figure 2 — Neural fuzzy network of configuration «3—-12—-60-60-1» [4]

For example, in [4], to determine the optimal route in a computer network,
considering my fragment of the railway transport ITS, the packet residence time in
routers is calculated using a fuzzy network, the input parameters of which are the

following variables: x, — packet length (LM, LC, L); x, — traffic intensity (AM , AMb,
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AC, ACh, A); x, —the number of transitions (the number of intermediate routers that

make up the packet’s route) (K1, K2, K3, K4). The resulting characteristic y is the
packet residence time in routers along its transmission route in the computer network
(T1, T2, T3, T4). Using the Fuzzy Logic Toolbox package of the MatLAB
environment, a fuzzy network of the corresponding configuration was created using
the Sugeno algorithm (Figure 2).

On the created neural fuzzy network, studies were conducted on the values of the
average learning error for different neuron membership functions using different
learning optimization methods: Backpropa (the error backpropagation method, based
on the ideas of the fastest descent method); Hybrid (a hybrid method that combines
the error backpropagation method with the least squares method).

Hopfield network as the main method for solving the problem.
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Figure 3 — Hopfield network structure [2]

For example, in the MatLAB environment, a «Hopf» software model was

developed, based on a Hopfield neural network (Figure 3), to solve the traveling
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salesman problem and find the shortest path on the route graph in the computer
network of the Pridneprovsk Railway in Ukraine [2].

Each j-th neuron of the first layer calculates the weighted sum of its inputs —
weights w;; , where i,j €[1,n ], as well as the bias weights wy ;, generating the output
NET;. Then, using the activation function, it is converted into a signal OUT;.

Conclusions

1) The «NeuralRoutingNetwork» methodology is proposed for the formation of
professional and subject competencies in bachelor's degree applicants in the
specialties «Computer Engineering», «Cybersecurity and Information Protection»
when performing a course project in the discipline «Computer Networks».

2) Based on the use of the «NeuralRoutingNetwork» methodology, the
bachelor's degree applicant: first, masters professional competencies in the relevant
specialties; second, masters subject competencies in the discipline «Computer
Networks»; third, acquires practical skills in scientific activity when conducting
research on the optimal parameters of the created neural (fuzzy neural) network
model, which allows for more correct determination of data transmission routes in a

computer network.
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