Technique and technology of the future October 2025

https://www.proconference.org/index.php/gec/article/view/gec41-00-024
DOI: 10.30890/2709-1783.2025-41-00-024

UDC 528.8
APPLICATION OF GIS IN THE NATIONAL SECURITY AND DEFENSE

SYSTEM OF UKRAINE

3ACTOCYBAHHS I'IC Y CUCTEMI HAIIIOHAJIBHOI BE3IIEKHA TA OBOPOHHU
YKPAIHHA
Ievsiukov T.O. / €Bcrokos T.O.
c.e.s., prof. / K.e.H., npog.
ORCID: 0000-0002-0992-5582
Humeniak R.I. / I'ymensik P.1.
PhD student at the department of geodesy and cartography /
acnipanm xagedpu ceodesii ma kapmozpaii.
ORCID: 0009-0008-6529-5686
National University of Life Resources and Environmental Sciences of Ukraine,
Kyiv, Vasylkivska str., 17, 03040
Hayionanvnuii ynisepcumem 6iopecypcie i npupoookopucmyeanus Ykpainu,
M. Kuis, Bacunvkiecoka, 17, 03040
Slyusar Y.I. / Carwocap €.1.
PhD student at the department of national security, public administration and governance /
acnipanm xagedpu HayionarvbHoi besneku, nyoniuHO20 YNPAGIIHHA MA AOMIHICMPYBAHHSL
ORCID: 0009-0009-9325-9946
State University «Zhytomyr Polytechnicy, Zhytomyr, Chudnivska str., 103, 10005
Hepowcasnuii ynigepcumem «Kumomupcoxa nonimexuixay, 9youiscora, 103, 10005

Abstract. The role of geographic information systems (GIS) in ensuring the national security
and defense of Ukraine in the conditions of armed aggression and digitalization of state
administration is studied. The main directions of using GIS in the military sphere and the activities
of security agencies are highlighted. The analysis of the legislative framework, the prerequisites for
the implementation of geographic information technologies, the advantages of using digital terrain
models, satellite and unmanned data to increase the efficiency of decision-making is carried out.
Key directions for the development of GIS in the sector of national security and defense capability
are proposed, through the creation of a Unified Geographic Information System.
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Anomauin. Jocnioxcyemocs poav eeoingpopmayiiinux cucmem (I'IC) y 3a6e3neyenni
HayioHanvbHoi Oe3neku ma 000poHu Yxpainu 6 ymosax 30poiinoi aecpecii ma yughposizayii
oeporcasHo2o ynpasninus. Bucseimneno ocnoewni nanpsmxu euxopucmanus I'IC y siticokositi cghepi
ma OisinbHOCmMi  opeaHié  Oe3nexku. 30iCHEHO aHANi3 3aKOHO0As4oi 0as3u, nepeoymosu
BNPOBAOIHCEHHS 2€O0IHPOPMAYIUHUX MEXHONO02IU, Nepesazu BUKOPUCAHHI Yudposux Mmooenel
Micyesocmi, CYNYMHUKOBUX | Oe3NiIOMHUX OaHUX Ol NIOBUUEHHS eDeKMUBHOCMI NPULHAMMS
piwens. 3anpononosano kaoyosi Hanpsmu possumky I'IC y cekmopi nayioHanvhoi bOe3neku ma
o0boponoz0amuocmi, uepe3 cmeoperts €OuHoi eeoinpopmayitinoi cucmemu.

Knrouosi cnosa: ceoingopmayitini cucmemu, HayioHaibHa Oe3nexa, 2eonpocmoposi OaHi,
Memaoawi, Oe3niiomui 1imaibHi anapamu.

Introduction.
In the current conditions of armed aggression against Ukraine and the rapid

development of information technologies, the introduction of geoinformation systems
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(GIS) into the sphere of national security and defense of Ukraine is of particular
importance. GIS technologies provide operational receipt, analysis, modeling and
visualization of geospatial data, which are critically important for decision-making in
military, intelligence and crisis situations of the state.

Today, geoinformation analytics is an integral component of modern defense
management, planning operations, monitoring threats and assessing risks. The
development of digital transformation of the security and defense sector, in particular
within the framework of the implementation of the Military Security Strategy of
Ukraine and the Law of Ukraine "On the National Infrastructure of Geospatial Data"
creates the prerequisites for the integration of GIS into the public administration
system.

Geoinformation technologies allow the formation of a single geospatial
information space that ensures the interaction of security, defense, intelligence, civil
protection and local self-government bodies.

This will contribute to increasing situational awareness, the effectiveness of
planning and forecasting activities in the areas of defense and crisis response.

Main text.

The Law of Ukraine “On the National Geospatial Data Infrastructure” created
the legal basis for the integration of GIS into public administration, including the
security sector.

The development of state geoinformation resources, such as digital topographic
maps, geodatabases, cadastral systems, provides a single platform for information
exchange between defense, security and civilian structures.

According to Article 1 of the Law of Ukraine “On the National Geospatial Data
Infrastructure”, a geoinformation system is an information system designed to carry
out activities with geospatial data and metadata [2].

Geoinformation systems are the basis for the integration of spatial data from
various sources - satellite images, unmanned aerial vehicles, radar surveillance data,
topographic and cadastral materials.

GIS allows you to solve issues related to identifying potential threats on the
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territory of the state, analyze the dynamics of hostilities and predict scenarios of
events, provide decision support in the public administration system during crisis
situations, create digital terrain models to assess the defense capability of regions, etc.

GIS acts as a platform for combining data from various sources - satellite
images, aerial photography, unmanned aerial vehicles (UAVs), radar monitoring,
mobile sensors, topographic and geodetic materials, state cadastres and registers.
Thanks to this, multi-level maps of the operational situation are created, which allow
state structures to obtain a complete picture of events in space and time.

The use of GIS in the field of security allows you to analyze spatial patterns of
threats - both natural and man-made or military.

A vivid example is the mapping of areas at risk of terrorist acts or sabotage, the
analysis of transport and energy infrastructure to identify ‘“vulnerable nodes”,
monitoring border areas to detect illegal movements, etc. Such models help state
bodies to identify dangers in advance and localize threats before they become large-
scale.

In military conditions, GIS serve as the basis for operational and tactical
planning, allowing:

- to track changes in the front line and the movement of units;

- to visualize control zones, logistical routes and potential directions of strikes;

- to carry out spatial modeling — for example, to assess the consequences of
using different types of weapons or to predict the spread of hostilities
depending on the terrain, weather and infrastructure.

Geographic information systems are an effective tool for situational analytics
and crisis management. In emergency situations, they provide for the creation of
operational maps of crisis zones, calculation of optimal evacuation routes, modeling
of affected or contaminated areas, assessment of potential material damage and
human losses, etc.

One of the key areas of application of GIS is the creation of a high-precision
digital terrain model (DTM), which makes it possible to assess the suitability of

territories for the deployment of military infrastructure, analyze the vulnerability of
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critical infrastructure facilities to strikes or natural disasters, determine optimal
positions for defense structures taking into account relief, hydrography, vegetation
and buildings, calculate the zones of observation and destruction for artillery, missile
systems and air defense systems. Such digital models are an integral part of the
geospatial support system for defense planning, which makes it possible to increase
the accuracy and effectiveness of military operations.

Thus, GIS form the information and analytical foundation of national security,
providing spatial visualization, risk analytics and decision support at all levels - from
strategic to tactical. Their role in the current conditions of armed aggression is not
only auxiliary, but also system-forming for managing security processes in Ukraine.

Also, geographic information systems are actively used in the State Emergency
Service of Ukraine for:

» modeling arcas of possible flooding, fires, radiation or chemical

contamination;

» optimizing evacuation routes;

» managing rescue services resources;

» creating interactive maps of risks and crisis situations.

Synchronization of such data with the National Geospatial Data Infrastructure
(NGDI) ensures increased efficiency in responding to emergency events and
coordination between various departments.

In the coming years, the priority areas for the development of GIS in the field of
national security of Ukraine are:

v’ creation of a Unified Geoinformation System for Security and Defense;

v’ integration with NATO systems;

v development of own GIS software products, taking into account the

requirements of cyber defense and import substitution;

v expanding the use of UAVs and satellite technologies for data collection;

v’ training personnel in the field of military geoinformatics;

v" implementing real-time technologies for monitoring the situation at the front

and 1n the rear.
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Summary and conclusions.

Geographic information systems are a strategic tool for improving the efficiency
of management of the security and defense forces of Ukraine. The use of GIS allows
for the formation of a single geospatial information space that integrates the activities
of security, defense, intelligence, civil protection and local government agencies.
This increases situational awareness, reduces decision-making time and improves
interaction between agencies.

The development of a national geoinformation infrastructure should become one
of the key elements of the digital transformation of the security and defense sector of
Ukraine. Important tasks are the creation of a Single Geoinformation System for
Security and Defense, integration with geoinformation platforms of NATO partner
countries, the development of national software products that meet the requirements
of cyber defense, as well as the training of qualified personnel in the field of military
geoinformatics.

A promising direction for further research is the development of a methodology
for using GIS to predict threats based on artificial intelligence, the creation of
analytical risk models and the implementation of real monitoring to manage dynamic
security processes.

Thus, geographic information systems form the information and analytical
foundation of state security, contributing to increasing its defense capability,
resilience to external threats, and the effectiveness of public administration in the

field of security and defense.
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